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Abstract  Biometric-based techniques have re-
cently emerged as a trustworthy and effective ap-
proach of user authentication; however, unlike con-
ventional authentication methods such as passwords 
and tokens, if an enrolled biometric template is com-
promised, usually it cannot be revoked or re-issued. 
In this paper, four naive cancelable techniques, 
namely, shifting, password-dependent shifting, XOR 
and adding, for a bimodal biometric cryptosystem 
are presented. The proposed cancelable techniques 
are designed to be embedded into any bimodal bio-
metric cryptosystem. The bimodal biometric cryp-
tosystem uses speech and electrocardiogram signals 
as biometric information. The biometric cryptosys-
tem implements an error-correction layer using the 
Hadamard code. The performance of the four can-
celable techniques is assessed using ECG signals 
from MIT-BIH database and speech signals from a 
speech database created for testing purposes. The re-
sults show that the best performance in terms of 
FAR and FRR metrics is achieved with XOR and 
adding techniques.  
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I. INTRODUCTION 
Biometrics guarantees the identification of individuals 
based on measuring their personal unique features with 
a high degree of assurance (see e.g. Clancy et al., 2003; 
Goh and Ngo, 2003; Hao et al., 2005; Hao and Chan, 
2002; Daugman, 2009). However, the advantages of bi-
ometrics can be minimized if the true biometric privacy 
is exposed. It is well-known that unlike conventional 
authentication methods such as passwords or tokens, if 
an enrolled biometric template is compromised, usually 
it cannot be revoked or re-issued. Cancelable biometrics 
is thus a way in which to incorporate protection and the 
replacement features into biometrics (Ratha et al., 2001; 
Rathgeb and Uhl, 2011). Protecting the true biometric 
using a cancelable technique enables to the biometric 
cryptosystems revoking easily the fake biometric when 
somehow the security of the biometric cryptosystem is 
compromised. Cancelable techniques for biometrics 
were proposed in Ratha et al. (2001) and it was success-
fully adapted to fingerprint biometrics (Ratha et al., 
2007; Ouda et al., 2011). Later, other works have pre-
sented alternative cancelable techniques to protect the 
true biometric using hash functions (Davida et al., 1998; 
Chakravarty et al., 2011; Gaddam and Lal, 2010), signa-

ture recognition systems (Maiorana et al., 2010), and 
fuzzy schemes (Juels and Wattenberg, 1999; Rathgeb 
and Uhl, 2011). These works have shown the im-
portance of protecting the true biometrics as well as an 
improvement in the performance and overall security of 
their biometric cryptosystems however their cancelable 
techniques are complex and oriented to a specific type 
of biometric.  

Some biometric cryptosystems offer sophisticated 
techniques to extract templates or even to derive crypto-
graphic keys from biometric data; however, these bio-
metric cryptosystems expose the privacy of the true bi-
ometric through the processing stages (see e.g. Clancy 
et al., 2003; Goh and Ngo, 2003; Hao et al., 2005; Hao 
and Chan, 2002; Garcia-Baleon et al., 2009a; Garcia-
Baleon and Alarcon-Aquino, 2009; Garcia-Baleon et 
al., 2009b)). This fact has a serious impact in the social 
acceptance of biometric cryptosystems. The design of 
the bimodal biometric cryptosystem reported in this pa-
per exploits the advantages of biometrics and cancelable 
techniques to keep secret the true biometrics through the 
processing stages and to guarantee revocability of the 
fake biometrics when it is needed.  

The use of the ECG (electrocardiogram) signals is 
widely spread. However, most of the research is focused 
on developing methods to diagnose heart diseases and 
methods to compress and to denoise the ECG signals 
(Yarman et al., 2004; Ktata et al., 2009; Chouakri et al., 
2005). In recent years, the use of ECG signals has 
turned to the biometric field due to the fact that this bi-
ometric signal has the same potential compared with 
other well-known biometrics. In fact, ECG signals pre-
sent advantages over fingerprint or faceprint such as 
liveness and circumvention (Wubbeler et al., 2007; Ya-
Ting et al., 2007). Several works have reported systems 
to identify individuals with a high degree of trust (Gar-
cia-Baleon et al., 2009a; Garcia-Baleon and Alarcon-
Aquino, 2009; Wubbeler et al., 2007; Ya-Ting et al., 
2007). However, all these works have omitted to protect 
the true biometric in the process.  

On the other hand, the use of speech as biometric has 
been proposed in several papers (Covell and Baluja, 
2007a; Covell and Baluja, 2007b). The techniques and 
algorithms used for extracting and generating signatures 
using the speech can vary widely in power and sophisti-
cation, and range from statistical techniques or neural 
networks to artificial intelligence. The extraction of a 
spectrogram fingerprinting using wavelet hashing is re-


