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Abstract  Several algorithms for computing x 
mod m are presented, among others the reduction 
mod Bk-a, the pre-computation of Bi.k mod m, a gen-
eralized version of the Barrett algorithm and a modi-
fied version of the same Barrett algorithm. The four 
mentioned algorithms, as well as the classical integer 
non-restoring division algorithm, have been synthe-
sized and implemented within xc3s4000 components.  
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I. INTRODUCTION 
Arithmetic operations over the finite ring Zm = {0, 1, ..., 
m-1} are used as computation primitives for executing 
numerous cryptographic algorithms, especially those 
related with the use of public keys (asymmetric cryptog-
raphy). Classical examples are ciphering / deciphering, 
authentication and digital signature protocols based on 
RSA-type or elliptic curve algorithms. One of the basic 
operations is the modulo m reduction. Combined with 
operations over the set Z of integers (sum, subtraction, 
product, and so on) it allows to perform the same opera-
tions over Zm. A straightforward solution consists of 
using an integer division algorithm. Nevertheless, more 
efficient algorithms have been proposed (Blake et al,
2002; Hankerson et al, 2004). In this paper several algo-
rithms are described, namely the reduction mod Bk-a,
the pre-computation of Bi.k mod m, a generalized version 
of the Barrett algorithm and a modified version of the 
same Barrett algorithm. The four mentioned algorithms, 
as well as the classical integer non-restoring division 
algorithm, have been synthesized and implemented 
within xc3s4000 components.  

II. ALGORITHM 
In this section the following problem is studied: given 
two naturals x and m, compute z = x mod m.

A.  Integer division 
A straightforward method consists of performing the 
integer division of x by m, that is, 

x = q.m + z, z < m.

For that purpose, any division algorithm can be used, 
for example the non-restoring division algorithm     
(Deschamps et al, 2006). 

Algorithm 1 – Non-restoring reduction 
y := m*(2**(n-k)); 
rems(1) := x - y; 
for i in 1 .. n-k loop 
  if rems(i) < 0 then
    rems(i+1) := 2*rems(i)+ y;
  else
    rems(i+1) := 2*rems (i) - y;
  end if; 
end loop; 
if rems(n-k+1) < 0 then
   z := rems(n-k+1)/(2**(n-k)) + m;
else
   z := rems(n-k+1)/(2**(n-k));
end if; 

The core of the algorithm is an (n-k)-step iteration. If a 
ripple-carry k-bit adder-subtractor is used, the computa-
tion time is about 

time(n,k)   (n-k).k.TFA ,      (1) 

where TFA is the delay of a full-adder. 

B.  Reduction mod Bk-a
Assume that Bk-1 m < Bk, where B is a natural number 

 2. Then m = Bk – a where 1 a Bk – Bk-1.
Compute the following quotients qi and remainders 

ri:
x = q0.Bk + r0,
q0.a = q1.Bk + r1,
q1.a = q2.Bk + r2,          (2) 
...
qs-2.a = qs-1.Bk + rs-1.

Multiply the second equation of (2) by (Bk/a), the third 
one by (Bk/a)2, ... , the last one by (Bk/a)s-1, and sum up 
the s equations; the result is 

x = r0 + r1.(Bk/a) + r2.(Bk/a)2 + ...  
          + rs-1.(Bk/a)s-1 + qs-1.Bk.(Bk/a)s-1.    (3) 

As a < Bk, that is, Bk/a > 1, there exists a minimum 
value of s such that  

x < Bk.(Bk/a)s-1,          (4) 

and thus qs-1 = 0. Let s be the minimum value of s such 
that qs-1 = 0. Notice that if rs-1 = 0 then the last equation 

 


